
Laurentiu George

Securing Industrial Control Systems

Cisco Industrial Threat Defense





You’d be surprised what you 
find on a Cisco network.
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Cisco Industrial Threat Defense

Visibility &
Threat Detection

Industrial Network 
Segmentation

Threat Investigation & 
Remediation

Industry digitization is accelerating movement of 
data across IT, OT, and Cloud
Cisco Industrial Threat Defense secures ICS networks, and provides visibility to 
the OT domain in the IT SOC
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Cisco Named a Leader in IoT/OT Security
The Forrester Wave™: 
Industrial Control Systems (ICS) 
Security Solutions, Q4 2021

The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave 
are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of 
Forrester's call on a market and is plotted using a detailed spreadsheet with exposed scores, 
weightings, and comments. Forrester does not endorse any vendor, product, or service 
depicted in the Forrester Wave. Information is based on best available resources. Opinions 
reflect judgment at the time and are subject to change.

Source: Forrester Research, Inc. U
nauthorized reproduction, citation or distribution prohibited
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The 4-step journey to securing industrial networks

Industrial
DMZ0 Asset

Discovery1 Integrated 
IT/OT SOC4Zone 

Segmentation2 Threat 
Detection3

Powered by Talos Threat Intelligence

Secure Industrial Firewall

Identity Services Engine
Cyber VisionSecure Firewall Cyber Vision

Secure Industrial Firewall

Secure Endpoint

SecureX
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Extend security operations to OT

BRKIOT-2010

Operations & Control
Purdue Level 3

Process
Purdue Level 0-2

I-DMZ

Enterprise

Industrial Core

Zone-1 Zone-2

SCADA/HMI

HMI

SIS

PLC/RTU/IED

HMI

PLC/RTU/IED

MES

Sensor Sensor

Cisco IE Switch with 
Cyber Vision Sensor

Sensor

Sensor Sensor

SIEM SecureX

Cisco Secure 
Industrial Firewall

FMCSecure
Analytics

Sensor

Cyber Vision
HW Sensor

SPAN

ISE 

Cyber Vision
Global Center

ISE 

WAN

Cisco Secure Firewall

Level-2 Zone-segmentation using industrial 
firewalls to protect against malware and 
threats with Snort IDS/IPS

2

Micro-segmentation at the access switch 
where assets connect to the network3

Visibility built into your industrial network to 
identify assets and flows1

Detect attempts to modify industrial 
processes using anomaly detection built 
into the industrial network

4

5
Investigate and remediate across IT-OT domains 
with aggregated threat intelligence and 
integrated security technologies

Cyber Vision
Center
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Network-Sensors
Deep Packet Inspection built into network-elements eliminating the need for SPAN

Hardware-Sensor
DPI via SPAN to support brownfield

Security that scales with your infrastructure

Cisco 
Integrations

Third Party 
Integrations

IC3000 Industrial Compute IE3400 Switch
IR1101 

LTE/5G Gateway
Catalyst 9000 Series
Aggregation SwitchIE3400 

IP67 Switch

Sensor Sensor Sensor Sensor

IE3300 
10G Switch

Sensor

Cyber Vision Center
Centralized Analytics & Data Visualization

Visibility and threat detection built into your industrial network

Lightweight Metadata

Sensor

Sensor
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Discovering 200+ vulnerabilities every year.
Superior ICS/OT reverse engineering expertise.

The official developer of Snort rules.

Cisco Talos, the industry-leading threat intel group

Threat 
Intelligence 

Incident 
Response

Proactive and emergency services delivered worldwide. Help 
prepare, respond and recover from a breach.

Strong presence in industrial verticals.

Numerous 0-days disclosed (VPNfilter, TemplateAPT, etc)
Track record of discovering ICS vuln (and creating Snort rules)

Provided first ever incident command in DOE ICS
Recognized by US DOJ for Ukraine work



Industrial Threat Defense 
Supporting Products



11© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Building converged IT/OT security is a journey
Zero Trust

Foundation

IDMZ

Cisco Industrial Threat Defense is a modular solution to enable OT security at scale

1. People skills and training
2. Organizational processes
3. Network architecture & Security technologies
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Foundational Components of Industrial Security

Cisco Cyber Vision

OT asset inventory
Track industrial processes

Detect attempts to modify assets  

Cisco Industrial Firewall

Segment network and prevent threat 
propagation with best of breed 

industrial protocol IPS/IDS

Cisco SecureX 

Enable security experts to investigate 
industrial threats and orchestrate response 

with playbooks

Powered by Cisco threat intelligence

Detect Protect Investigate & Respond

Cloud
Native

Sensor

Sensor
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Moving Towards Zero Trust for ICS

AnyConnect
Enterprise class MFA based 
VPN with deep integration with 
with Secure Endpoint, 
Umbrella, ISE

Secure Network 
Analytics
Scalable visibility and security 
analytics using telemetry from your 
network infrastructure

Umbrella
SASE for internet exposed 
devices and services

Secure Endpoint
Protects endpoints from 
malware, tracks process 
changes, tracks files across 
network with retrospective

ISE
Network Access Control –
users, endpoint state, and 
more. Automates ICS micro-
segmentation

Duo
Verify user trust, Establish 
device trust, Enforce adaptive 
policies for zero trust security
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Cisco’s cloud solution designed for OT/IT to easily and securely 
monitor and perform critical day-to-day operations of remote 
industrial equipment 

Secure Equipment Access

IoT OD
Cisco Secure Equipment 

Access

IoT OD Managed Gateway

Browser-based 
access for remote 
IoT OD or 3rd party 

user

Remote 
Session 
Admin

Granular 
Access 

Control

RDP/VNC/SSH

SEA Agent
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Investigation & Response Orchestration

Investigate with Enrichment Playbook Orchestration 

Promote events from Level-2 
for incident management

Event observables are enriched by 
Cisco and 3rd party products

Run playbooks with custom workflows 
to automate response across cloud and 

on-prem assets

Manage Incident

Cyber Vision event “PLC stop command issued from operator 
workstation” promoted to SecureX incident manager 

SecureX enrichment shows workstation is communicating with external IP 
flagged by AMP, Talos, and Umbrella 

Playbook takes AMP GUID and requests tier-2 approval from OT 
operator to enable host isolation of workstation 
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Bring Cisco scale and simplicity to industrial security

All working together for successful industrial security deployments

Cisco Industrial 
Networks

Connect anything 
anywhere

Cisco 
Security

Comprehensive IT/OT 
cybersecurity

Cisco 
Validated Designs

State-of-the-art 
architecture guides

Cisco 
Customer Services

Human skills to 
enable deployments




